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Abstract
Cloud computing is one of the hottest topics in IT today. It can 
help  enterprises  improve  the  creation  and  delivery  of  IT 
solutions by allowing them to access services more flexibly and 
cost-effectively. Security concerns in the cloud environment are 
the main obstacles in cloud adoption. As clouds are distributed 
in nature, it becomes an easy target for the intruders to exploit 
the vulnerabilities of the network. Intrusion Detection Systems 
are  one  of  the  key  components  for  securing  computing 
infrastructures. But there are some issues in applying traditional 
intrusion detection systems on the cloud. This paper discusses 
each of the three cloud models, their security risks and covers 
the  study o f intrusion detection system  implemented in  cloud 
environment for dealing with various security issues related to 
cloud, and offers solutions for it.
Keywords: Cloud  computing,  Security,  Intrusion  detection 
system, Virtualization.
1. Introduction
Cloud computing [1,2] is becoming increasingly popular. 
Many c ompanies  utilize  cloud  computing  services  to 
minimize IT infrastructure costs. Virtualization and cloud 
computing  have changed the face  of today’s datacenter. 
With  the development of  information  technology, cloud 
computing  becomes  a new  direction  of  grid  computing. 
Cloud  Computing  provides  a  framework  for s upporting 
end users  easily a ttaching  powerful  services  and 
applications  through  Internet.  To  provide  secure  and 
reliable  services  in  cloud  computing  environment  is  an 
important issue. According to the statistical report [3] on 
the  buzzword  from  Google,  cloud  computing  becomes 
more popular than grid computing with the vigorous push 
of virtualization [4,5]. 
Intrusion  detection  systems  (IDSs)  are  nowadays 
recognized  as  fundamental  tools  for t he  security o f 
computer systems. IDSs aim at identifying violations of 
security policies and perform automatic counteractions to 
protect  computer  systems  and  information.  As  soon  as 
IDSs are deployed, they may become target of attacks that 
may s everely  undermine  or m islead  their  capabilities. 
Intrusion detection systems are one of  the most popular 
devices  for p rotecting  cloud  computing  systems  from 
various  types  of  attack.  But  the t raditional  intrusion 
detection  system  is  not  flexible  in providing security in 
cloud  computing  because  of  the d istributed  structure  of 
cloud computing. Since cloud computing is distributed in 
nature, supports multi-user and multi-domain platform, it 
is  more  prone  to  security t hreats.  In a ddition  to  the 
contemporary  security i ssues,  Clouds  present  novel 
security  challenges  which  require  dedicated  efforts  for 
their  solution.  This  paper  has  focused  on  one  such 
challenge i.e. intrusion detection problem for Clouds. In 
an effort  to address this challenge, the paper presents a 
virtual  machine  introspection  based  approach  which 
makes use of virtual machine monitor’ parameters such as 
isolation,  inspection  and  interposition  for b uild  an 
effective IDS in cloud environment. 
The rest of this paper is organized as follows. Section 2 
describes the overall architecture of cloud computing and 
introduces type of cloud and the service models. Section 3 
discusses security issues in cloud environment. In Section 
4, we describe traditional intrusion detection system and 
type  of  that.  Section  5  and  6  present  challenges  and 
solutions  to  design  intrusion  detection  system  in  cloud 
environment.  Section  7  discusses  some  related  works. 
Finally, Section 8 concludes this paper and outlines future 
work.
2. Cloud computing architecture
Cloud  computing  is  an  emerging  and  evolving 
architecture,  and  as  a  result,  many  definitions  and 
expectations  of  the  architecture  exist.  The  National 
Institute of Standards and Technology (NIST) has defined 
“Cloud  computing  is  a  model  for e nabling  ubiquitous, 
convenient, on-demand network access to a shared pool of 
configurable computing resources (e.g., networks, servers, 
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provisioned  and  released  with  minimal  management 
effort  or s ervice  provider  interaction.”  [6].  Cloud 
computing  represents  a  paradigm  shift  for d elivering 
resources and services; this results in important benefits 
for b oth  cloud  providers  and  cloud  consumers. 
Advantages  of  the  cloud  computing  technology  include 
cost  savings,  high  availability  and  easy s calability. 
Consumers  rent  resources  from  a  third-party p rovider, 
consume them as a service and pay only for resources that 
they use.
This cloud model promotes availability and is composed 
of  five  essential  characteristics  (on-demand self-service, 
broad  network  access,  resource  pooling,  rapid  elasticity 
and  measured  service),  three  service  models,  and  four 
deployment models [6].
2.1 Cloud Service models
About  the  services,  which  are  served  over  cloud 
computing systems there is a definition as Anything as a 
Service (XaaS). The  type  of  computing  resource that is 
offered in a cloud defines a cloud’s service model. NIST 
and  the  industry h ave  identified  three  common  service 
models that are based on what cloud services are provided: 
applications, platform, and/or infrastructure. [7] refers to 
these three as the SPI model. These three main service 
models of the cloud computing are shown in Figure 1 and 
detailed as follows.
Software as a Service (SaaS). The capability provided to 
the consumer is to use the provider’s applications running 
on a  c loud  infrastructure.  With  Software  as  a  Service, 
service consumers get their software applications from the 
service  provider.  The  consumer  does  not  manage  or 
control  the  underlying  cloud  infrastructure  including 
network,  servers,  operating  systems,  storage,  or  even 
individual  application  capabilities,  with  the  possible 
exception  of  limited  user-specific  application 
configuration  settings.  She  just  uses the s oftware as  an 
application  while  the  provider  manages  the  underlying 
platform  software  and  infrastructure  hardware  (e.g., 
Google Apps [8]).
Platform as a Service (PaaS). The capability provided to 
the  consumer  is  to d eploy  onto  the  cloud  infrastructure 
consumer-created  or acquired applications created using 
programming  languages  and  tools  supported  by  the 
provider. The consumer does not manage or control the 
underlying cloud infrastructure including network, servers, 
operating  systems,  or s torage,  but  has  control  over the 
deployed  applications  and  possibly a pplication  hosting 
environment  configurations.  The  platform  may  include 
databases  and  middleware  in  addition  to  application 
development  tools  (e.g.,  Google  App  Engine  [9], 
Microsoft’s Azure [10]).
Infrastructure  as  a  Service  (IaaS): The  capability 
provided  to  the  consumer  is  to  provision  processing, 
storage,  networks,  and  other  fundamental  computing 
resources where the consumer is able to deploy and run 
arbitrary s oftware, which  can  include operating systems 
and  applications.  With  Infrastructure  as  a  Service,  the 
provider  manages  the  underlying  physical  cloud 
infrastructure  (servers,  storage,  network,  and  the 
associated virtualization and operating systems software) 
while  the  consumer  deploys  and  runs  his  or  her  own 
application and platform software. Virtualization software 
is often a key enabler for IaaS architectures (e.g., Amazon 
Web  Service (AWS) [11], Eucalyptus [12], OpenNebula 
[13]).
Fig 1. The SPI model [7]
2.2 Type of clouds
These  are  commonly  known  as  Public,  Private,  and 
Hybrid models. The following sections use  the National 
Institute of Standards and Technology definition of cloud 
to introduce these different types of cloud [6];
Public cloud- According to NIST, a public cloud is one in 
which the infrastructure is open to the general public for 
consumption. Due to the nature of public clouds, they are 
exposed to a higher degree of risk.
Private  cloud- According  to  NIST,  a  private  cloud  is 
provisioned  for e xclusive  use  by  a  single  organization 
comprising multiple consumers, such as business units. It 
may b e  owned,  managed,  and  operated  by  the 
organization, a third-party, or some combination of them.
Community cloud- NIST defines a community c loud as 
one whose infrastructure is provisioned for the exclusive 
use  by  a  specific  community  of  consumers  from 
organizations  that  have  shared  concerns.  For  example, 
mission,  security r equirements,  policy,  and  compliance 
considerations. It may be owned, managed, and operated 
by one or more of the organizations in the community, a 
third-party, or some combination of them.
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two  or more clouds (private, community, or public) that 
remain  unique  entities  but  are  bound  together  by 
standardized or proprietary technology that enables data 
and application portability (e.g., cloud bursting for load 
balancing between clouds).
3. Security issues in cloud environment
Cloud  computing  presents  exciting  opportunities  to 
establish large scale computing infrastructures which are 
available  on d emand  to  fulfill  customized  user 
requirements.  In  addition  to  the  contemporary  security 
issues,  Clouds  present  novel  security c hallenges  which 
require dedicated efforts for their solution.
Cloud computing has some security issues that need to be 
addressed  before  enterprises  consider  switching  to  the 
cloud computing model [7,14]. They are as follows:
Network availability- Since a public cloud is by definition 
accessed  over  the  Internet,  the  cloud  provider  must 
address  the  potential  for c atastrophic  loss  of  Internet 
backbone connectivity.
Privileged user access- information transmitted from the 
client through the Internet poses a certain degree of risk, 
because of issues of data ownership. 
Regulatory c ompliance- clients  are  accountable  for t he 
security  of  their  solution,  as  they  can  choose  between 
providers  that  allow  to b e  audited  by  third  party 
organizations that check levels of security and providers 
that don't. 
Privacy and Data location- Data may not remain in the 
same system, the same  data center,  or w ithin  the same 
cloud provider’s systems. Conceivably, data may even be 
stored in another country, incurring considerable concern.
Data  segregation  and  Control  over  data- encrypted 
information from  multiple companies  may b e stored  on 
the  same  hard  disk,  so  a  mechanism  to s eparate  data 
should be deployed by the provider. 
Disaster recovery and Business continuity- every provider 
should  have  a  disaster recovery  protocol to protect user 
data. 
Investigative  support- if a client suspects faulty activity 
from  the  provider,  it  may n ot  have  many l egal  ways 
pursued an investigation. 
Long-term  viability  - refers  to t he a bility  to r etract  a 
contract and all data if the current provider is bought out 
by another firm. 
Systems vulnerabilities and Risk of common attacks- All 
software, hardware, and networking equipment is subject 
to exposure of new vulnerabilities. Some components may 
pose greater risks based on a history of vulnerabilities and 
exploits. Tenants may not tolerate specific vulnerabilities 
or risk areas for a range of reasons. A specific cloud may 
be  subject to new attack types, or it may be immune to 
common attack types based on various reasons.
According  to  latest  case,  Security t hreats  can  be 
categorized as follow [15];
 Cloud data confidentiality issue
 Network and host based attacks on remote Server 
 Cloud security auditing 
 Lack of data interoperability standards 
4. Traditional Intrusion Detection System
Intrusion detection systems (IDSs) are a critical part of an 
organization’s  overall  network  and  system’s  protection 
strategy  and  a  critical  part  of  a  defense-in-depth 
architecture.  Intrusion  detection  is  the p rocess  of 
monitoring the events occurring in a computer system or 
network  and  analyzing  them  for  signs  of  possible 
incidents,  which  are  violations  or i mminent  threats  of 
violation  of  computer  security  policies,  acceptable  use 
policies,  or s tandard  security p ractices  [16].  Intrusion 
detection involves  determining  that  some  entity,  an 
intruder,  has  attempt  to g ain,  or  worse,  has  gained 
unauthorized access to the system.
Intrusion detection systems use different methods to detect 
security incidents. Traditionally, there are two major types 
for t hese  detection  systems:  signature-based  IDS  and 
anomaly-based  IDS.  A  signature-based  IDS  [17,18]  (or 
called  rule-based  IDS),  detects  an  attack  by  comparing 
incoming events with its stored signatures. A signature is 
a kind of descriptions to represent a known attack using 
some  features.  An  anomaly-based  IDS  [19,20]  aims  to 
identify great deviations by comparing current system or 
network  events  with  a  predefined  normal  profile.  An 
anomaly event is detected if the deviation exceeds a pre-
determined threshold.
Based  on the  protected  objective,  IDS  can  be  classified 
into h ost-based  intrusion  detection  systems  (HIDS), 
network-based  intrusion  detection  systems  (NIDS),  or 
distributed  intrusion  detection  systems  (DIDS),  which 
contain both types of sensors. 
HIDS. Host-based intrusion detection systems install on a 
host and monitor multiple data on one specific machine, 
such as system log files, operating system data structures, 
or system calls.
NIDS. Network-based  intrusion  detection  systems  are 
used  to m onitor  network  traffic  between m ultiple 
computers.
DIDS. One  type  of  self-monitoring  system  is  the 
distributed intrusion detection systems, a security system 
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The  DIDS  uses  multiple  IDSs  to  protect  a  distributed
system.
5. Challenges
Traditional  NIDS  and  HIDS  cannot  identify  suspicious 
activities in a cloud environment. As an example, a NIDS 
may n ot  detect  an  attack  sometime  when  node 
communication is encrypted. Attacks can also be invisible 
to H IDS, because they may not leave traces in the node 
operating system where the IDS resides [22]. Moreover, 
the traditional security tools lack either isolation from an 
attacker or have little visibility of the monitored system. It 
does not adequately address the new security risks unique 
to virtualization and cloud computing. At the same time, 
such  security  tool  negatively i mpacts  performance  on 
these platforms.
Distributed model of cloud makes it vulnerable and prone 
to s ophisticated  distributed  intrusion  attacks  like 
Distributed  Denial  of  Service  (DDOS)  and  Cross  Site 
Scripting  (XSS).  In  cloud  computing,  user  data  and 
application is hosted on cloud service provider’s remote 
servers and cloud user has a limited control over its data 
and resources. In such case, the administration of IDS in 
cloud  becomes  the  responsibility  of  cloud  provider. 
Intrusion  detection  systems  are  defeated  either  through 
attack  or e vasion  [23].  Evading  an  IDS  is  achieved  by 
disguising  malicious  activity s o  that  the  IDS  fails  to 
recognize it, while attacking an IDS involves tampering 
with the IDS or components it trusts to prevent it from 
detecting or reporting malicious activity. HIDS will often 
be  compromised along with the host OS because of the 
lack of isolation between host and attacker. HIDSs operate 
at either user or kernel space, giving them good visibility 
because they can report process lists, network connections, 
files,  etc.  Unfortunately,  HIDSs  do  not  have  high 
resilience  because  their  control  and  the d ata  structures 
they rely on can be taken over by  an attacker. Once the 
HIDS is compromised, it is easily blinded and may even 
start to report misleading data, or provide the adversary 
with  access to a dditional  resources to leverage for  their 
attack. A compromised IDS is useless.
Network-based intrusion detection systems that offer high 
attack resistance at the cost of visibility, and host-based 
intrusion detection  systems  that  offer high visibility but 
sacrifice attack resistance. Hence, traditional IDSs are not 
suitable for a dynamic and distributed cloud environment. 
6. Solutions
Virtualization [24–25] is the cornerstone technology for 
cloud computing to multiplex computing resources on a 
single  cloud  platform  for  multi-tenant  computing 
capability.  With  the  fusion  of  cloud  computing  and 
virtualization  technology,  system  security  under 
virtualization becomes a key point in recent research. As 
above  paragraph  discussed,  traditional  IDSs  are n ot 
suitable for a dynamic and distributed cloud environment. 
Therefore, use of virtualization technology presents a new 
architecture for building intrusion detection systems that 
provides  good  visibility i nto  the  state  of  the  monitored 
host,  while  still  providing  strong  isolation  for  the  IDS, 
thus  lending  significant  resistance  to  both  evasion  and 
attack.
Virtualization  and  cloud  computing  are  revolutionizing 
information technology by facilitating a more efficient use 
of  computing resources. Virtualization is the technology 
that  enables  many s eparately r unning  operating  system 
instances  to o ccupy  a  single  computer.  Each  virtual 
machine (VM) instance runs as though it were occupying 
its own dedicated server. This can enable an organization 
to m ore  easily  deploy  and  manage  servers.  Virtual 
machine introspection (VMI) is the key technology widely 
used in the existing security protection system [23]. This 
mechanism allows us to pull our IDS “outside” of the host 
it  is  monitoring,  into  a  completely d ifferent  hardware 
protection  domain,  providing  a  high-confidence  barrier 
between the IDS and an attacker’s malicious code. IDS 
implementation in cloud computing requires an efficient, 
scalable and virtualization-based approach.
7. Related work
There  are  several  problems  about  deploying  IDS  and 
security in cloud environment. Different researchers raise 
various models or schemes for solving such problems [26, 
33]. Many e fforts have been taken in the area of Cloud 
computing and intrusion detection system but still there 
are more attacks that have not been detected. For example, 
the  researchers  worked  in  this  field  to  overcome  the 
current security threats in the Cloud computing through 
implementing  IDS  in  Cloud  environment  which  is 
responsible of monitoring the utilization of resources for 
the  virtual  machine  using  data  acquired  from  virtual 
machine  monitors.  More  specifically,  all  monitoring 
operations  are done outside  the virtual machines so the 
attacker cannot modify the system in the case of tenant’s 
instance is breached.
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whereby an observer can interact with a virtual machine 
client from the o utside through the hypervisor. In 2003, 
Garfinkel  and  Rosenblum  [23]  first  demonstrated  a 
technique  for i ntrusion  detection  inside  a  virtual  guest 
using VMI. In 2009 using VMware’s VMSafe, Symantec 
demonstrated  injecting  anti-virus  code  into  a  virtual 
machine from the VMware hypervisor [34]. In 2012, [26] 
introduces  Maitland  as  a  prototype  proof-of-concept 
implementation a lighter-weight introspection tool, which 
exploits paravirtualization and Supports Cyber-Security in 
the Cloud. Kleber, schulter et al. [35] have proposed an 
IDS service at cloud middleware layer, which has an audit 
system  designed  to c over a ttacks  that  NIDS  and HIDS 
cannot detect, and so on.
8- Conclusion and future work
Cloud  Computing  can  be  defined  as  a  new  style  of 
computing  in  which  dynamically  scalable  and  often 
virtualized resources are provided as a services over the 
Internet.  It  is  an  internet-based  computing  technology, 
where  shared  resources  such  as  software,  platform, 
storage  and  information  are  provided  to  customers  on 
demand.  Security  attacks  are  a  threat  to v irtually  any 
system  connected  to  the  Internet.  Currently t he  biggest 
hurdle  in  cloud  adoption  by  most  of  the  corporate 
organizations  is  its  security.  As  the  basis  of  cloud 
computing, the virtualization technology is paid more and 
more attention from academia and industry.
Intrusion Detection Systems are nowadays recognized as 
necessary tools for the security of computer systems. Their 
objective is to protect against attempts to violate defense 
mechanisms. In this paper, we discussed each of the three 
cloud models, their security risks and covered the study of 
intrusion  detection  system  implemented  in  cloud 
environment  for  dealing  with  various  security i ssues 
related to cloud, and offers solutions for it. We find out 
traditional  IDSs  are  not suitable  for cloud environment 
and the best approach is using VMI technology in design 
security system in virtual and cloud environment. We’re 
implementing  monitoring  system  via  introspection  in 
virtual environment, with focus file integrity monitoring 
[36] and we’re going to extend that to cloud computing.
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